gdzie technologia spotyka cztowieka

{7y ASTOR

Zdalny dostep do sterownikow Horner przy
pomocy modemow AS30GSM200P

KONFIGURACIJA APN

Aby komunikacja dziata nalezy stosowac tylko karty ze statycznym, publicznym adresem IP.

Poprzez przegladarke internetows, faczymy sie z modemem. Wpisujemy adres 192.168.1.234,
login:admin, hasto:12345

Po zalogowaniu sie do sieci w zaktadce GSM network wpisujemy w polu APN odpowiedni adres APN
dla danego operatora sieci w przypadku sieci plus jest to m2m.plusgsm.pl i klikamy Save settings.

A AS30GSM2003G GPRS/HSPA Router Configuration Panel

Modem HE910, 1 SIM, , firmware: 150108

ASTRAADA www.astraada.pl
Device status GSM connection

Basic
Local network
GSM network SIM slot Master
Connection control PIN [ Enabled
Ports configuration | L L L L L L L L L bbb ity
TCP/IP forwarding |Entmre\|
VLAN Predefined APN [enter manualy [+

Staticroutes 0 | e EEEE LT bbbl R by
APN [mz2m.plusgsm.pl

Dynamic DNS

Access control

CsD [C] Enabled
Advanced = |bocoooooooosooocoooosoooonoos: S g
OpenVPN | |
IPsec static Enter CSD here
IPsec mobile ~TECIIE | |
. Enter username here
IPsec authentication
o Password | |
= Enter password here
CARP ISP IP B
NTRIPE | Enabled ]
Text messages actions | h |
E-mail actions |Enter I5P IP here E|
_ _ Modem band 26 and 3G
Ad:lmstratlon Select modern band
ime
Syslog Connection | Always on EI
=it Modem connect
Userfles | E LSS LEEEEL L bbb bbb bbb bbbk
- [120
Configuration Idle time before suspend (range 0-86400 sec)

Backup and restore

Discard changes

Save settings
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SPOSOB 1

Konfiguracja modemu AS30GSM200P

Po zalogowaniu sie do sieci w zaktadce Device status w polu GSM information = GSM IP pojawi sie
adres IP karty telemetrycznej w postaci YYY.YYY.YYY.YYY jak na rys.1

‘ AS30GSM200P GPRS/HSPA Router Configuration Panel
ey

Modem HE910, 1 SIM, R5-232, firmware: 141224

ASTRAADA

Device status
Basic

Local network
GSM network

; Maodsl, firm. ver. HE910-D (12.00.028)
Connection control
Ports configuration IMEI 351579052813415
TCP/IP forwarding PIN READY
VLAN

Operator Selaction

Static routes
Dynamic DNS Network Registration Status Information is not updated
Access control Signal Strength (CSQ) Modem control port is busy

Advanced
OpenVPN
IPsec static

IPsec mobile
IPsec authentication GSM IP YYY.YYY.YYY.YYY

Packet Data Senvice
GSM selection

Rys. 1 sprawdzenie IP karty

Nalezy skonfigurowa¢ port forwarding, dotyczacy potaczen z modutem po porcie 8080.
W zaktadce TCP/IP forwarding doda¢ nowa regute o nazwie np. ,Web”

Zaznaczy¢ opcje Enable rule

External port 8080

Internal port 80

IP address XXX.XXX.XXX.XXX (tutaj nalezy podac adres IP sterownika, w ktérym uruchomiony jest
WebMI)

Kompletng konfiguracje przedstawia rys 2.
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‘ AS30GSM200P GPRS/HSPA Router Configuration Panel
Py

Modem HE910, 1 SIM, R5-232, firmware: 141224

ASTR.A A DA
Device status TCP/IP forwarding
Basic
Local network
GSM network
Connection control
Ports configuration
TCP/IP forwarding

Single port rules

Rules list

| New I Delete |
VLAN Please choosa 3 rule you would like to adit. Please note that after
Static routes editing rules you have to save global settings.

Dynamic DNS N h-.eb
Access control Identifier
Advanced
OpenVPN
IPsec static
IPsec mobile External port [pozo |

Plezse entar any name/identifier

Enable rule ¥ Enabled
Set this option to enable this rule

IPsec authentication Internal port B0 |
CARP [rcP v ]
L [152.168.1.185 |
Text messages actions
Administration | - |
Time | eeecescsssnsonasaonncsnnnoos R L L E L DR EEEE ELE R
Syslog [ New || Deleta |

Plezse choose 2 rule you would like to edit. Please note that after

User files
editing rules you have to save global settings.

Configuration
Backup and restore Identifier
Discard changes
Save settings Enable rule Enabled

Set this option to enable this rule

Please enter any name/identifier

First port [ |

Last port

I |
DMZ (Demilitarized zone) settings

DMZ Hosting Enabled
Set this option to enable DMZ Hosting

DMZ host IP address

I
Enter IP address here

Rys. 2 Konfiguracja modemu ASTRAADA AS30GSM200P
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A nastepnie zapisujemy zmiany klikajg Save settings jak na ponizszym rysunku:

TUILINY TUITI ULl 1EVS L) 30VT YIVUGH ST0L IS

Configuration
Backup and restore Identifier
Discard changes

Please enter any name/identifier

Save seftings Enable rule Enabled
Set this option to enable this rule

| S

Podtaczenie do WebMi

Aby podtaczyc sie do strony Web Ml nalezy w przegladarce wpisa¢ adres IP karty telemetrycznej
taczac sie przez port 8080 tj. YYY.YYY.YYY.YYY:8080 gdzie YYY.YYY.YYY.YYY- adres IP karty
telemetrycznej jak na rys 3.

-
/ [ Horner APG WebMI

L C A [ YYY.YYY.YYY.YYY:8080

Buston

]

Rys. 3 strona dostepowa
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W pierwszej kolejnosci musimy zmieni¢ domysiny port dostepowy z 80 na np. 8080. Przechodzimy na

zaktadki Access control i w polu HTTP port wpisujemy 8080 (rys. 4)

Interfaces

4| LAN
GSM
OpenVPN

IPsec
Choose on which interfaces SSH should be accessible

OpenVPN tunnels

1 2 3 4
Choose tunnels on which S5H should be accessible

IPsec tunnels 1 2 3 4
Choose tunnels on which SSH should be accessible
Port
SSH login as root Enabled
Set this option to enable logon via SSH as root
SSH root password —
SSH service password [
SSH root key
| Generate ||  Getprivate key ||  Get public key |

Paste public keys of authorized ussrs here

You can also generats the public key and download its private key
by clicking Generate button

Generating key may take up to 3 minutes, please be patient

SSH service key

Access protocols

| Genarate || Getprivate key || Get public key

Paste public keys of authorized users hare

You can also generate the public key and download its private key
by clicking Genarate button

Genarating key may take up to 3 minutes, please be patient

¢ HTTP
HTTPS

WWW config access configuration

Interfaces

¥ LAN
¥ GSM
OpenVPN

IPsec
Choose on which interfaces www config should be accessible

OpenVPN tunnels

1 2 3 4
Choose tunnsls on which www config should be accessible

IPsec tunnels 1 2 3 4

Chonss tynnels on which www config should be accessible
HTTP port |50&D :|>
HTTPS port [443

Rys. 4 konfiguracja portu strony dostepowej.
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Nalezy skonfigurowac port forwarding, dotyczacy potaczen z modutem po porcie 80.
W zaktadce TCP/IP forwarding doda¢ nowa regute o nazwie np. ,,Web”

Zaznaczy¢ opcje Enable rule

External port 80

Internal port 80

IP address XXX.XXX.XXX.XXX (tutaj nalezy podac adres IP sterownika, w ktérym uruchomiony jest
WebMI)

Cata konfiguracje przedstawia rys.5

‘ AS30GSM200P GPRS/HSPA Router Configuration Panel
i

Modem HE910, 1 SIM, RS-232, firmware: 141224

ASTRAADA
Device status TCP/IP forwarding
Basic
Local network
GSM network
Connection control
Ports configuration

Single port rules

Rules list

TCP/IP forwarding | New [ Delete |
VLAN Please choose 2 rule you would like to edit. Please note that after
Static routes aditing rules you have to save global settings.

Dynamic DNS - - weh
Identifier -
Access control Please enter any name/identifier
Advanced
Enable rule ¥ Enabled
2P Set this aption to enable this rule
IPsec static
IPsec mobile External port

IPsec authentication

N2N

CARP

NTRIP

Text messages actions

E-mail actions
Administration

Time B e L L P LR PP LT

Syslog Delete
User files Please choose a rule you would like to edit. Please note that after
editing rules you have to save global settings.

Internal port

Configuration

Backup and restore Identifier -
Please enter any name/identifier

Discard changes
Save settings Enable rule Enabled
Set this option to enable this rule

—_ - - 1

Rys. 5 konfiguracja przekierowania portu
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A nastepnie zapisujemy zmiany klikajg Save settings jak na ponizszym rysunku:

TUILIIY LTS ULl 1IEYT W 3OYVT WIVUS ST S

Configuration
Backup and restore Identifier
Discard changes

Please enter any namea/identifier

Save settings Enable rule Enabled
Set this option to enable this rule

Fimed ek

Rys. 6 zapis parametrow

Uwaga! Od momentu zapisania parametréw dostep do modemu bedzie dostepny przez port 8080
aby potgczyc sie z modemem nalezy w przegladarce wpisa¢ 192.168.1.234:8080

Podtaczenie do WebMi

Aby podtaczyc sie do strony Web Ml nalezy w przegladarce wpisaé adres IP karty telemetrycznej
YYY.YYY.YYY.YYY jak na rys 6.

/ [ Horner APG WebMI

€ 5 C i QYYY.YYY.YYY.YYY =

Buscon

»

Rys. 7 Strona dostepowa
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